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Abstract— Network virtualization is a concept in which a Virtual
Network Provider constructs logical virtual networks for various
clients on a common, virtualized infrastructure substrate.
However, there is currently no general framework or benchmark
for assessing the security properties of these logical networks
within the context of network virtualization. In this paper, we
describe a virtual network security assessment process in which a
preference model is constructed over a select set of network
element attributes. This preference model reflects the knowledge
and experience of one or more security experts. The relevant
attribute values are exposed during virtual network composition.
Our process answers the question: “how does the security of my
virtual network compare to an equivalent topology whose
attribute values are most preferred by security experts?”
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I.

INTRODUCTION

Network virtualization is a concept in which virtualization
technology is employed to achieve multiple independent
networks over a common infrastructure substrate [1]. Virtual
networks (VNets) are instantiated and managed independently
of other virtual networks on the same infrastructure through
various service provider models. Because they are isolated,
VNets can employ communication protocols tailored to their
service environment (that is, they do not necessarily have to
use TCP/IP). These features lead to greater service provision
flexibility than is currently enjoyed on today’s Internet [2].
While greater flexibility is desirable, the introduction of
network virtualization poses challenges from a trust and
security perspective. Since multiple networks are sharing both
node and link resources across multiple providers of unknown
repute, it is natural for a client to wonder if the confidentiality,
integrity, and availability of its data is secure. This is an open
problem that is being actively investigated in the cloud
computing paradigm where the security challenges are similar
[3].
In this paper, we demonstrate a process for assessing the
security posture of a VNet of arbitrary topology. We use MultiAttribute Value Theory (MAVT) [4] to model the preferences
of security experts with respect to security relevant attributes of
VNet components. This model is used to develop a security
assessment that represents a comparison between a new VNet
topology and an equivalent topology whose attribute values are
most preferred by security experts.
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We present our security assessment process within the
context of the network virtualization reference model
developed by the 4WARD FP7 project [5]. This reference
model provides the framework elements necessary to
implement our process.
In Section II, we provide background information on the
4WARD FP7 virtualization reference model and introduce the
foundational aspects of MAVT as they apply to our framework.
In Section III, we introduce our VNet security assessment
process and describe its component parts. In Section IV, we
provide a concrete example of the application of our
assessment process. In Section V, we elaborate on our process
with respect to the example. In Section VI, we discuss related
work and in Section VII we conclude with future work.
II.

BACKGROUND

In this section, we describe VNet provisioning in the
4WARD FP7 framework and then briefly introduce MultiAttribute Value Theory (MAVT) as it relates to our assessment
process.
A. VNet Provisioning in the 4WARD FP7 Framework
VNets in the 4WARD FP7 project are composed using the
business roles and framework elements shown in Fig. 1 [6]. A
Service Provider (SP) expresses a need for a network with
certain QoS or topology requirements (i.e. for IPTV, Gaming)
and possibly custom routing and forwarding infrastructure.
The SP works with a Virtual Network Provider (VNP) who
interacts with a number of Physical Infrastructure Providers
(PIPs) on its behalf. Each PIP owns and makes available a

Figure 1. VNet Business Roles and Network Layers

pool of node and link resources and has also established links
with other PIPs. When the VNP finds a topology that matches
the SP’s needs (QoS, reachability, etc.), it works with each PIP
to instantiate the topology and then passes management
control to a Virtual Network Operator (VNO). The VNO
installs the routing and forwarding software needed at each
node and performs the other configuration tasks needed to
make the SP operational.
From a security assessment perspective, a key phase of the
VNet provisioning framework is discovery. Because the VNP
cannot always know what capabilities each PIP can offer, the
discovery phase allows the VNP to advertise its requirements
and the PIPs to advertise their resources [7]. To facilitate
discovery, a resource description framework is included as part
of the 4WARD reference model [5]. Each network element in a
PIP’s inventory is described using a schema that allows for the
annotation of functional and non-functional attributes. Fig. 2
(redrawn from [7]) illustrates the schema for a generalized
network element of which node and link are sub-classes. Node
attributes include OS Type and Virtual Environment while link
attributes include Link Type, Media Type, etc. We view schema
attributes from a security perspective and draw conclusions
based on the security information they contain.
B. Multi-Attribute Value Theory
Our security assessment approach is an application of
Multi-Criteria Decision Making (MCDM). With respect to
various dimensions of security, we are looking for the “best”
alternative (VNet topology) from a set of alternatives where
each is defined by a unique set of values for certain important
criteria (i.e. node and link attributes obtained during
discovery). Our approach models the preferences of security
experts with respect to schema attributes that are considered to
have security implications. To build these preference models,
we leverage the theoretical and axiomatic foundations of
Multi-Attribute Value Theory (MAVT) which deals
specifically with the modeling of preferences in complex
decision scenarios.
In MAVT, individual preference behavior is modeled by a
value function. For example, (1) shows a discrete value
function for an individual’s vehicle preference based on the
manufacturer attribute.
( )

{

(1)

When a decision is based on multiple attributes, then each
combination of all possible values of each attribute is an
alternative that a decision maker must consider. For example, if
the multi-attribute problem was to select a “best car”, then each
alternative is a different combination of make, model, colour,
etc. The traditional approach to modeling multi-attribute
decision problems has been synthesis in which individual value
functions are first created and then combined using an
aggregation model [8]. In this paper, we use the additive
aggregation model shown in (2) to construct multi-attribute
value functions [4].

Figure 2. Resource Description Schema
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Here, ( ) are single-attribute value functions scaled from 0
to 1 respectively and αi are scaling constants with ∑
.
The scaling constants are parameters introduced by the additive
aggregation model and are used to define the relationship of
each attribute with respect to the others [8]. Equation (2) is a
simplification of the more general multiplicative form and is
only valid under certain conditions [9]. These include
demonstrating that the attributes of the problem space are either
mutually difference independent or mutually preference
independent [4].
III.

SECURITY ASSESSMENT PROCESS

In this section, we describe our security assessment process
which is divided into two parts. The first part involves
developing a multi-attribute value function in the form of (2)
for each type of VNet element (i.e. for nodes and links). In the
second part, we combine these value functions into an
aggregate model that we can use to assess arbitrary VNet
topologies based on their specific values.
We describe the details of each part in the following
sections and then present an example. Throughout this
description, we make reference to security expert and
preference modeler roles. Security experts provide the
knowledge and experience upon which the assessment process
is based. Preference modelers provide expertise in applying
MAVT principles to the construction of the VNet security
assessment model.
A. Multi-Attribute Value Function Modeling
In this part, we describe the four steps that we take to
construct security preference models of each VNet network
element. These steps include attribute selection, attribute
independence testing, single- and multi-attribute value
function development. The following subsections describe
each step in more detail.
1) Attribute Selection: In this step, security experts
examine all of the attributes that are used to describe each
VNet element and select those that they consider to have some
influence on the confidentiality, integrity, or availability
dimensions of security. Table 1 shows examples of the node
and link attributes that a security expert might consider
relevant for each dimension of security. These attributes were

Table 1. Example Node and Link Attributes
Security
Dimension
Confidentiality

Integrity
Availability

Link Attribute

( )

{

(3)

Node Attribute

VL: Virtual Link Type
ET: Encryption type
MT: Media type

VE: Virtual Environment
OS: Operating System

HA: Hash Algorithm
PA: Peer Authentication
MT: Media type

VE:
OS:
VE:
OS:

Virtual Environment
Operating System
Virtual Environment
Operating System

drawn from those presented in [7] and extended to provide
some added richness for demonstration purposes.
2) Attribute Independence Testing: The additive model in
(2) will only be accurate if the attributes chosen by the
security expert meet certain independence conditions. An
experienced preference modeler will design and present a
series of questions intended to validate attribute independence.
For example, to establish the independence of the VE and OS
attributes in Table 1 (for example, with respect to
confidentiality), the preference modeler might begin by asking
the security expert to consider his preference for Red Hat
Linux versus Windows2K when both are hosted on a XEN
virtual environment. The preference modeler would then ask
the security expert to reconsider his preference for Red Hat
Linux versus Windows2K when both are hosted on a
VMWare virtual environment. If there is no change to his
preference for Red Hat Linux versus Windows2K when the
virtual environment changes, then support is gained for
independence between VE and OS. After a series of such
questions, mutual difference independence is either
established for all attributes or it is not. In the latter case, it
may be possible to render attributes independent through the
creation of artificial attributes that are sums or differences of
the dependent attributes (e.g. see [10]). At worst, dependent
attributes can be combined to eliminate the dependencies. For
example, if VE and OS were found to be dependent, then a
third attribute could be created to represent every possible
combination of VE and OS.
3) Single-Attribute Value Functions: Once difference
independence is demonstrated, then each single attribute value
function ( ) in (2) can be developed independently while
holding all other attributes at some arbitrary level [4]. This is
the great advantage of the additive model and certainly
justifies the effort invested in demonstrating attribute
independence. Each single attribute value function captures
the security expert’s preferences for the values of that attribute
along a given security dimension in a manner similar to (1).
For example, the OS attribute can take discrete values whose
domain includes all possible operating systems. Assuming that
the only choices for OS were SELinux, BSD, and Win2K,
then the preference function for OS (with respect to e.g.
confidentiality) might resemble the following:

Each attribute may have up to three value functions – one for
each of confidentiality, integrity, and availability. The
applicability of each attribute to each security dimension is
decided by the security experts during attribute selection.
4) Multi-Attribute Value Functions: Once all singleattribute value functions are determined, multi-attribute value
function are created for each of confidentiality, integrity, and
availability by determining appropriate scaling constants in
(2). The method of determining the scaling constants depends
on the modeling approach taken. An example using
MACBETH [12] is provided in Section IV.
B. Aggregate Model
The second part of the security assessment process is to
develop an aggregation model that combines the multiattribute value functions for each VNet node and link in a
meaningful way. The aggregation model must also be
invariant to the size or structure of the VNet so that
comparisons between assessments are possible. We propose
the following relatively simple aggregation model:
{ ̅

}

{

}

(4)

C, I, and A represent confidentiality, integrity, and availability
respectively. The arithmetic mean ̅ provides the average
security value across the VNet and the standard deviation
gives a measure of dispersion about this mean. The values of
report on the lowest assessment for each dimension and
are included to address a common concern that a system’s
overall security is only as strong as the weakest link [11].
Our aggregation model produces a security assessment in
{ ̅
}
each dimension of security (for example,
for confidentiality). We consider it important to maintain
separate assessments for each of confidentiality, integrity, and
availability because each of these dimensions may have
different importance to SPs.
IV.

AN EXAMPLE

In this section, we provide a short example to demonstrate
our assessment process. For context, we assume that an SP
wants to provide a streaming media service and has engaged a
VNP to provide a suitable VNet. However, the SP expresses a
desire for some assurance that the confidentiality of its
property will be preserved on the network. We assume that the
VNP has selected a VNet topology that meets the client’s
functional and QoS requirements and must now compute a
security assessment to manage the client’s security concerns.
A. Value Function Construction
We begin by assuming that a preference modeler is
assisting with this effort and has already facilitated the
selection of the security relevant attributes as shown in Table
1. We assume that mutual difference independence between
these attributes has also been established. Several security

Table 2. Attribute Categories and Values Determined by Security Experts
for a Subset of Security Relevant Attributes
Attribute
Node
Virtualization
Environment
(VE)
Link Media
Type

Link Encryption

Category
Separate Machines
Type I VMM
Type II VMM
OS VMM
Process VMM
Fiber
Twisted Pair
Coaxial Cable
Wireless
None

Values
None
VMWare ESX, XEN, …
VMWare WS, KVM, …
UML, BSD Jails, …
Bochs, QEMU, …
Any
UTP, STP, …
RG-8, RG-58, …
XBee, 802.1X
AES_CBC_2048
3DES_CBC_2048
RC5_CBC_56, …
None

Figure 3. M-MACBETH Judgement Matrix for Media Type
Confidentiality

experts who are working for the VNP are assisting with the
development of the security value models.
The first task for the experts is to identify the sets of values
that each attribute in Table 1 can assume. Table 2 shows
several examples of specific attribute values. Note that several
attributes in Table 2 have been subdivided into categories for
generalization purposes. For example, Link Media Type (MT)
is subdivided into Fiber, Coax, Twisted Pair and Wireless
categories. This technique allows the preference modeling
exercise to be performed with possibly incomplete information
about all of the specific values that are likely to be
encountered. For some attributes (such as Link Encryption),
the set of possibilities is reasonably well bounded so no
categories are necessary.
Next, the preference modeler facilitates the development of
a single-attribute preference function for each attribute. In our
example, the preference modeler uses MACBETH [12] as a
preference modeling process and the M-MACBETH [13] tool
to capture and process modeling artifacts. Fig. 3 illustrates an

Figure 4. M-MACBETH Judgement Matrix for Scaling Constants

attribute value judgment table computed using M-MACBETH
for the attribute Media Type (MT) with respect to
confidentiality. When all judgements in this table are complete
and there are no inconsistencies, the “Current Scale” column
represents the discrete preference function for the MT
attribute. A similar exercise is performed for each attribute in
each security dimension. The preference functions for each
attribute in this example is shown in Table 3.
Once all of the single-attribute value functions have been
computed, the preference modeler uses M-MACBETH again
to derive the scaling constants needed to construct the multiattribute value function for each network element. An example
of the elicitation of scaling constants using M-MACBETH is
shown in Fig. 4. On the axes, “NC” represents node
confidentiality while “VE” and “OS” are the Virtualization

Table 3. Preference Function Values for VNet Attributes
Node
Confidentiality,
Integrity,
Availability

Virtual
Environment

i

Operating
System

i

Encryption Type
Link
Confidentiality

Link Integrity

Media Type

Link Availability

Type I VMM
0.81

Type II VMM
0.55

OS VMM
0.28

ProcessVM
0.00

()

μK, Open Src
1.00

μK, Closed Src
0.70

MonoK Open Src
0.40

MonoK Closed Src
0.28

Unknown
0.00

()

AES_CBC_2048
1.00

3DES_CBC_2048
0.95

AES_CBC_1024
0.72

3DES_CBC_1024
0.69

Others
0.00

()

Fibre
1.00

Coaxial Cable
0.75

Twisted Pair
0.48

Wireless
0

()

Physical Separation
1.00

Logical Separation
0.45

No Separation
0

()

HW_Cert
1.00

SW_Cert
0.65

Keyed_Mac
0.42

None
0

()

SHA512
1

RIPEMD128
0.80

MD5
0.35

None
0

()

Fibre
1.00

Coaxial Cable
0.90

Twisted Pair
0.70

Wireless
0.00

i
i

Peer
Authentication

i

Media Type

Separate Computers
1.00

i

Virtual Link
Technology

Hash Algorithm

()

i
i

Table 4. Multi-Attribute Value Functions for Node and Link Elements
With Respect to for Confidentiality, Integrity, and Availability

Confidentiality
Integrity
Availability
Confidentiality
Integrity
Availability

Link Value Functions
()
()
()
Node Value Functions
()
()
()

()
()

Table 6. Aggregate Security Assessment Model Results
Security
Link
Node
Dimension
Low
Low
Confidentiality
Integrity
Availability

()

()
()
()

Environment and Operating System attributes respectively.
The “Current Scale” column of Fig. 4 represents the scaling
constants for node elements with respect to confidentiality.
The final multi-attribute value functions are shown in Table 4.
There is a multi-attribute value function for each of
confidentiality, integrity, and availability for both nodes and
links. The node value functions are the same for each security
dimension because the security experts considered the VE and
OS attributes to have an equivalent influence across all three.
B. Security Assessment of the VNet
Fig. 5 shows an example VNet topology that the VNP
might have developed to satisfy the SP’s requirements. Table
5 shows the specific attribute values for each network element
given the proposed topology in Fig. 5. Using Tables 3 and 5,
values for each network element in Table 4 can be computed.
The results are used with our aggregation model in (4) to
produce the results summarized in Table 6.
V.

DISCUSSION

The mean and standard deviation in Table 6 provide a
useful metric for establishing the extent to which security is
balanced across the VNet. For example, the Low value for link
confidentiality (0.11) does not compare well to the average
(0.72). If we recall that the SP had concerns about the
confidentiality of its property on the VNet, then this low value
might be of significance. Thus, the VNP and SP can focus

0.72
0.64
0.79

0.11
0.29
0.67

0.59
0.59
0.59

0.19
0.19
0.19

0.33
0.33
0.33

their limited energies on addressing this problem with the aim
of bringing the value up to the average instead of being
distracted by areas that are already sufficiently secure.
Although our assessment process is fundamentally descriptive,
there may nonetheless be some limited opportunities for
adjustment prior to committing to a topology. One alternative
would be to negotiate with the PIP(s) in question (through the
VNP) to raise the security level of the problematic element
(especially if the PIP is the only one offering service to a
geographic region). Another alternative would be to conduct a
threat and risk assessment in the area of the weak element to
identify the existence of compensating controls. This is where
access to node and link attributes that are not security related
can be of significant use. For example, geographical location
attributes might indicate that the potential for either casual or
deliberate eavesdropping on the link is low resulting in no
requirement to adjust the VNet. Alternatively, local attribute
information might indicate a risk higher than the SP is willing
to accept resulting in a requirement for the SP and VNP to
negotiate a change
It is important to emphasize that the results shown in Table
6 do not guarantee security nor do they provide an absolute
measure of security. Rather, they provide a benchmark that
can be used to measure the extent to which the VNet compares
to one whose attribute values would have been chosen by
security experts had security been the only design
consideration. These results answer the question “how well
does my VNet compare to the experts?” as opposed to “how
secure is my network?” A similar but much less formalized
approach is taken each time a network diagram is passed to a
security expert for review and comment. His or her assessment
is security-centric and is based on what the expert knows at
the time.
VI.

Figure 5. Example Virtual Network Topology

0.27
0.17
0.33

RELATED WORK

The authors of [14] describe a method in which security
protocols are automatically selected based on the use of MultiAttribute Utility Theory (MAUT) in order to balance the
opposing demands of security, energy consumption, and QoS
in the specific context of link security protocol selection. The

Table 5. Node and Link Attribute Values for the VNet in Fig. 5

Node
N1
N2
N3
N4
N5
N6
N7
N8

Node Attributes
VE
OS
UML
Linux
UML
Linux
ESX
Win2K
ESX
Win2K
ESX
Win2K
XEN
L4
XEN
L4
XEN
L4

Link
L1
L2
L3
L4
L5
L6
L7
L8

ET
None
3DES_CBC_1024
3DES_CBC_1024
3DES_CBC_1024
AES_CBC_2048
AES_CBC_2048
3DES_CBC_2048
3DES_CBC_2048

MT
802.11
Fiber
TP
TP
Fiber
Fiber
Fiber
Fiber

Link Attributes
VL
VLAN
MPLS
VLAN
VLAN
TDM
TDM
VLAN
VLAN

PA
Keyed Mac
Keyed Mac
Keyed Mac
Keyed Mac
Software Cert
Software Cert
Hardware Cert
Hardware Cert

HA
None
SHA256
RIPEMD
RIPEMD
SHA256
SHA256
MD5
MD5

notion of using MUAT to optimize alternatives based on
aspects of both security and QoS is similarly applied in [15].
We found the concepts presented in [14] and [15] intriguing
and extend them in this paper. We generalize the application
of multi-attribute decision theory to the problem of security
assessment on a composite Virtual Network as a whole. At
the same time, we took a more rigorous approach towards the
application of decision theory by focusing on the theoretical
underpinnings of multi-attribute utility and value theory. Our
approach addressed key modeling constraints that were not
well described in either [14] or [15].
In [16] and [17], the Analytic Hierarchical
Process/Dempster-Shafer Evidence Theory (AHP/DS) is
applied to system security risk assessment. AHP is an
alternative approach that can be used in Multi-Criteria
Decision Making to perform relative measurement of criteria
[18]. However, the authors focus on using the AHP/DS in the
context of traditional risk assessment in typical network
environments (i.e. not VNets) which requires the integration of
threat, impact and probability judgments to achieve a result.
We focus only on security value which allows us to consider
threat, impact, and quality of service as separate concerns.
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