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Abstract
In this paper, we review techniques and processes for securing multimedia content.
Specifically, we examine encryption and watermarking techniques as these are currently
seen as the most effective (yet complementary) approaches to content security.
We consider three approaches for providing confidentiality services (through encryption)
in conditional access system applications and examine the difficulties and issues arising
out of combining encryption with varying bandwidth and end-user device capabilities.
Since key management is generally not covered in literature dealing with encryption, we
examine some interesting key management and distribution architectures. A basic key
management approach is examined, followed by a system based on key graphs. We
finish with an examination of a system using shared secrets instead of symmetric or
asymmetric keys.
Watermarking definitions and properties are reviewed and the field of watermarking is
examined in a general way. We research some attacks on watermarks since these tend to
drive research efforts.
We conclude this paper with a high level examination of Digital Rights Management
(DRM). This examination includes elements that comprise a DRM system, some of the
grass-roots (OMA MDRM) and top down (MPEG-21) approaches towards implementing
open and interoperable DRM, and some legal approaches that have been enacted to
address digital rights.

i

Table of Contents

1
2
3

Introduction................................................................................................................. 1
Internet Digital Piracy – A Perspective ...................................................................... 2
Multimedia Content Protection in Transit .................................................................. 4
3.1
Introduction......................................................................................................... 4
3.2
Definitions and Terminology.............................................................................. 5
3.2.1
Digital Content............................................................................................ 5
3.2.2
Video Compression or Coding.................................................................... 5
3.2.3
Video Transcoding...................................................................................... 5
3.2.4
Scalable Coding .......................................................................................... 6
3.2.5
Motion Picture Expert Group (MPEG) Standards ...................................... 6
3.2.6
Joint Picture Experts Group (JPEG) Standards .......................................... 7
3.2.7
MPEG Video Compression Mini-Tutorial.................................................. 8
3.3
Review of Stream Encryption Techniques ....................................................... 12
3.3.1
Secure Scalable Video Streaming............................................................. 12
3.3.2
Adaptive Rich Media Secure (ARMS) ..................................................... 14
3.3.3
Selective Encryption Methods .................................................................. 15
3.3.4
Discussion ................................................................................................. 17
3.4
Key Management .............................................................................................. 18
3.4.1
Introduction............................................................................................... 18
3.4.2
Characteristics........................................................................................... 18
3.4.3
Flat Key Distribution Model..................................................................... 19
3.4.4
Key Graph Model ..................................................................................... 21
3.4.5
Secret Sharing ........................................................................................... 22
3.4.6
Centralized Key Management with Secret Sharing (CKMSS)................. 23
4
Watermarking ........................................................................................................... 25
4.1
Introduction....................................................................................................... 25
4.2
Uses of Watermarks.......................................................................................... 25
4.3
Properties of Watermarks ................................................................................. 26
4.4
Watermarking Process Model........................................................................... 27
4.4.1
Data Embedding........................................................................................ 27
4.4.2
Watermark Channel .................................................................................. 28
4.4.3
Watermark Detection or Recovery ........................................................... 28
4.5
A Review of Watermark Attacks...................................................................... 29
4.5.1
Introduction............................................................................................... 29
4.5.2
Protocol Attacks on Ownership Watermarks............................................ 29
4.5.3
Attacks on Authentication/Integrity Watermarks ..................................... 33
5
Digital Rights Management ...................................................................................... 34
5.1
Introduction....................................................................................................... 34
5.2
Elements of a DRM System.............................................................................. 34
5.3
Trusted Computing ........................................................................................... 36
5.4
Top Down: MPEG-21...................................................................................... 37

ii

5.4.1
MPEG-21 Rights Expression Language ................................................... 38
5.5
Bottom Up: Mobile DRM................................................................................ 40
5.6
Legal Approaches ............................................................................................. 40
6
Conclusion ................................................................................................................ 42

iii

1

Introduction

The migration of media from an analog to a digital world has presented the creators of
these works with an unfortunate double-edged sword. On one hand, it has opened up
many new and potentially lucrative multimedia digital service markets such as Video On
Demand (VOD), Pay-per-View, and real time gaming [7],[4],[1] by providing an efficient
and timely means of content delivery over public switched networks.
On the other hand, “the easy replication of digital media, otherwise an advantage, is a
major concern in the context of copyright infringements.” ([15], p. 444). We have seen
manifestations of this recently as the Recording Industry Association of America (RIAA)
attempts to subdue users of popular Peer-to-Peer file sharing networks (Kazaa, Napster,
etc) through civil legal attacks. Although these file-sharing networks are associated
primarily with music, they are also used to share other multimedia content as well –
including movies and video games.
It is therefore generally acknowledged that “because of its high economic value,
copyrighted entertainment content needs to be protected [and that] end-to-end security is
the most critical requirement for the creation of new digital markets.” ([3], p. 238). This
relatively new requirement has been tacitly acknowledged in the literature; there have
been a number of special issues on security (for example, MultiMedia Security 2003) and
the annual ACM multimedia conference was renamed to Multimedia and Security.
Perusing the literature, one finds an increasing number of works directed at solving the
problems of securing digital media on open networks.
Since it is one of the major motivations behind the desire to secure content, we begin this
paper with a brief review of the forces that drive underground Internet Piracy. We then
focus on the difficult problem of securing multimedia content in transit with an analysis
of the some of the overhead costs, open issues, and research directions. This is followed
by a similar discussion of content copyright protection using digital watermarking. We
conclude with a generic discussion of content copy-control through Digital Rights
Management (DRM) schemes and associated standards.

1

2

Internet Digital Piracy – A Perspective

In this section, we briefly examine the mechanisms and motivations behind digital piracy
on the internet with the aim of shedding some light on why there is currently a need for
digital content protection and rights management.
Over the relatively short lifetime of the internet, an entire culture has developed around
the illicit trading of copyrighted materials. It began in earnest in the early days computer
gaming (during the age of such computers as the Apple and the Commodor Vic 20).
Game programs could fit on one or more floppy disks and, because it was easy to copy a
disk and duplicate a game, games were shared among friends or small communities. The
advent and wide-spread usage of dial-in bulletin boards added another dimension to the
sharing of games – a game file could be “uploaded” to a bulletin board in one geographic
location and shared quite quickly with others very far away. However, sharing of files
required someone with knowledge of the “right” bulletin boards to visit
Soon, primitive copy-protection schemes were developed to protect the software on
gaming disks. This touched off an “arms race” of sorts between “crackers” (more
commonly known to the media as “hackers”) and game distributors. Protection
mechanisms were developed, were good for a (very) short period of time, were defeated
by crackers, and were replaced by new mechanisms. Information about new “cracks”
was also disseminated widely across bulletin boards.
The decline of bulletin boards and the rise of the internet as a means of disseminating
information also spawned a new community known as “warez groups” [47] (pronounced
the same as “wares” as in “softwares). This community existed (and still exists) solely to
freely propagate digital content. People participating in the community refer to
themselves as “warez d00dz” (or wares dudes).
As time passed and bandwidth increased, all manner of copyrighted or otherwise
protected material made it’s way into the “warez scene” – including such content as
digitally recorded music and feature length movies. In fact, it is not uncommon to hear
about feature length movies, music albums, and video games being released on the
internet days or weeks in advance of their public release dates.
In most cases, those making the pirated material available on the internet are not
compensated in a traditional monetary fashion. Rather, they compete for the status of
being “elite”; their modus operandi has more to do with ego and status than direct
monetary remuneration. As described in The New Hacker’s Dictionary, “The studly
thing to do if one is a warez d00d, it appears, is emit 0-day warez, that is copies of
commercial software copied and cracked on the same day as its retail release.” ([47] p.
478).
In the Summer 2004 edition of 2600: The Hacker Quarterly [48], a thoroughly
fascinating article entitled “A Guide to Internet Piracy” provides a glimpse into the world
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of digital piracy. The article identifies “Warez/Release Groups” and “Site Traders” as the
top two entities in the piracy “food chain.” In almost all cases, materials are made
available in the public domain by Release Groups. Naturally, release groups are
paranoid. They know that the authorities are watching and they go to great lengths to
protect themselves. However, these groups need to “brag” about their exploits so each
release also includes “*.nfo” (info or information) files that advertise or “brag” the Group
[49].
Site Traders, on the other hand, deal only with content that has already been released.
Site Traders are identified in [48] as individuals who “race” new releases between warez
sites. They do this to gain download “credits” (and associated bragging rights) at each
site.
The direct benefactors of the “chest-thumping” efforts of Release Groups, Site Traders,
and other entities in the piracy food chain are otherwise normal internet users who
partake in the “Darknet.” The Darknet is defined in [18] as the “distribution network that
emerges from the injection of objects … and the distribution of those objects” ([18] p. 2).
The warez community and users of Peer-to-Peer (P2P) networks (such as those
popularized by Napster and Kazaa) both inject and consume objects on the darknet at
rates undreamed of twenty years ago and with an ease that is almost automatic. Most
internet users of P2P software are either unaware or uninterested in the fact that their
actions could be violating copyright laws. Combined with the widespread use of portable
content copying and rendering devices (DVD burners, MP3 players), there is little
incentive for users of the Darknet to actually pay for the material they consume.
A central premise in [18] is that there will always be a small fraction of internet users
who will be interested in obtaining digital content in an unprotected, reproducible form
(either through the breaking of content protection mechanisms or through access to the
material before content protections are applied). As we saw above, there are indeed
persons and groups who exist in seemingly well-organized hierarchies that are interested
in this type of activity. And, because they make their material available to the Darknet
for general consumption (for free), it is very difficult to envision a market strategy that
can compete successfully (on a price-comparison basis) to put them out of business.
It is logical, therefore, to consider technologies and techniques that show promise for
protecting multimedia content against unremunerated distribution. In this paper, we
consider, in a very general fashion, some of these approaches.

3

3

Multimedia Content Protection in Transit

3.1

Introduction

In this section, we begin looking at multimedia content protection. Specifically, we focus
on content protection while it is in transit and we further consider streaming video as the
content distribution mechanism. Streaming video is typically the multimedia content of
choice for Conditional Access (CA) systems. A CA system, in its most generic
definition, is any system that restricts access to multimedia content to a group of
(possibly time-varying) end-entities that are authorized to view or access the content. In
typical CA systems such as Video-on-Demand and Pay-per-View, authorized end-entities
are viewers who have paid a subscription or viewing fee. CA systems have come to
dominate the broadcast domain and are currently the only widely deployed form of
content protection employed in that domain [28].
We define the security problem in this section to be one of providing confidentiality
services to streaming video through digital encryption. It has been asserted that the only
currently useful technical means of providing confidentiality services to streaming video
(or any media) is through encryption [3][22]. The use of encryption for confidentiality of
streaming video exposes two problem domains that are currently active research areas.
The first problem is that the encryption process must not break as a result of (or interfere
with) data transformation, data rate scaling, or data transport. Eskicioglu et al. assert that
“since the [video] content will often be compressed using a scalable compression
technique and transported over a lossy packet network using the Internet Protocol (IP), …
security measures must not only be compatible with the compression technique and data
transport but be robust to errors as well.” ([3] p. 254)
The second issue involves key management and distribution. The security of the system
is inherently related to the ways in which the keys are generated, distributed, stored, and
used. As we shall see, a CA system with a large and time-varying user base faces nontrivial key management issues. Research efforts must treat both the encryption problem
and the key management problem as a single problem [19].
In the remainder of this section, we examine some techniques for the protection of
streaming video through encryption and the implication these techniques have for
scalability and overhead. We then examine some interesting techniques for key
management in conditional access systems. We then present some concluding remarks.
However, in order to fully understand some of the approaches taken, we begin with an
overview of definitions and terminology.
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3.2

Definitions and Terminology

3.2.1

Digital Content

In this section (and throughout the rest of this paper), we define digital content to be any
multimedia work that can be copyrighted. Multimedia can include text, audio, video,
imagery or any combination of these.
3.2.2

Video Compression or Coding

Video compression (or coding) is the process of transforming multimedia (typically still
frame images, music, or video) in such a way as to reduce the bandwidth or storage
requirement necessary to transmit or retain the media. For example, consider standard
NTSC television encoding. The data rate can easily exceed 20 MBytes/s (480 lines with
720 pixels per line and a frame rate of 30 frames per second) [24][5]. Obviously, this is
most certainly not an acceptable data rate for most internet connected devices.
Coding can effectively reduce the data rate or storage requirements for image or video
data. Coding can be (and usually is) “lossy” in the sense that information is irrevocably
lost during the coding process. Depending on the coding standard and mechanisms
involved, a tradeoff can be made between compression ratio and image or video quality.
3.2.3

Video Transcoding

Video coders that produce a video stream at a constant bit rate can be problematic in that
“the Internet, in particular, is full of uncertainties with a wide range of channel capacities
and client device capabilities for display, computation, and communication.” ([5] p. 1)
Without any other means of mediation, a video stream produced by a video coder for a
multicast application would need to be encoded to the lowest channel or processing
capacity likely to be encountered anywhere between itself and any client device. It
would be useful to encode the video stream to the maximum possible quality and bit rate
and then be able to modify the video stream in-transit to meet varying bandwidth
requirements or client device processing capabilities.
Video transcoding seeks to provide this functionality. In its simplest terms (summarized
here from [16]), a transcoder receives an incoming video stream and may perform one or
both of the following operations:
 Bit-Rate Reduction: the transcoder attempts to match the bitrate of the incoming
stream to the available outbound bandwidth without reducing the quality of the
original stream; and
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 Spatial and/or Temporal Resolution Reduction: the transcoder performs spatial
and/or temporal resolution reduction on the stream content in order to match the
video processing capabilities of a class of target devices (for example, PDAs, cell
phones). Spatial resolution reduction can be achieved by decoding the input
stream, performing a down-sampling of each frame, and then recoding the stream
(at a possibly different out-bound rate). Temporal resolution reduction can be
achieved by reducing the frame rate of the incoming stream.
3.2.4

Scalable Coding

Scalable coding aims at removing the need for intermediate transcoding of the video
stream. In fact, “the holy grail of scalable video coding is to encode the video once and
then by simply truncating certain layers or bits from the original stream, lower qualities,
spatial resolutions, and/or temporal resolutions could be obtained.” ([16] p. 26).
Network transport or end user devices would transmit or use as much of the scaled video
stream as the channel or device could handle.
Scalable coding and transcoding techniques are simply different approaches to the same
problem: “Scalable coding specifies the data format at the encoding stage independently
of the transmission requirements, while transcoding converts the existing data format to
meet the current transmission requirements.” ([16] p. 26).
Both MPEG-2 and MPEG-4 (discussed shortly) include scalability profiles. Scalability is
achieved in both standards by producing a “base layer” and one or more “enhancement
layers”. The base layer contains frame data that has been scaled to some minimum
bandwidth and quality which is guaranteed for all network connections and device
capabilities. The enhancement layer(s) are composed of the residual information and
is/are used to increase the spatial and/or temporal quality of the video stream. The
enhancement layers are transmitted on a best effort basis, giving priority to any available
bandwidth to the base layer (which, if scoped properly for the application, will have little
trouble getting through).
3.2.5

Motion Picture Expert Group (MPEG) Standards

The Motion Picture Experts Group, or MPEG, is an International Standard Organization
(ISO) working group whose mandate is to develop “international standards for
compression, decompression, processing and coded representation of moving pictures,
audio and their combination in order to satisfy a wide variety of applications.” ([50] p. 1).
It has been developing standards for digital audio and video formatting and compression
since its first meeting in Ottawa, Canada in 1998.
Because MPEG standards are so ubiquitous in the storage and transmission of multimedia
content – particularly video and audio, we give a short overview of these standards
below. Note that MPEG-7 and MPEG-21 are not included in this list as the goal for both
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standards has evolved away from digital compression. We cover MPEG-21 later. The
material in this abbreviated summary was drawn from [21][24] and [50].
 MPEG-1: This was the first standard developed by MPEG and the major parts
were approved in November 1992. It was developed for the coding of noninterlaced (or progressive) video up to 1.5 Mbit/sec and audio up to 384 kbit/s.
MPEG-1 is extremely pervasive in today’s world. MPEG-1 Layer III audio –
better known as MP3 – “has given rise to innovative ways of consuming music…
With the arrival of MP3 the music world has been changed without recognition.”
([50] p. 2).
 MPEG-2: This standard, whose first major parts were approved in 1994, is an
extension of MPEG-1. It targets interlaced video used in broadcasting formats at
compressed rates of up to 15 Mbit/sec and High Definition TV (HDTV) at rates of
up to 30 Mbit/set [24]. Starting in MPEG-2, the concept of “profiles” and
“levels” are introduced in order to address implementation issues. Specifically, it
is generally inefficient for vendors to attempt to build coders and decoders that
comply with the full standard and offer all of the associated standards tools.
Instead, vendors can declare that their product is compliant with a certain profile
and level and this automatically defines the product’s capabilities with respect to
the MPEG standard [24].
 MPEG-4: Version 2 of this standard was approved in 1999 and targets video data
rates of up to 2 Gbits/s [51]. As indicated in [50], MPEG-4 is very similar to
MPEG-2 for the first six parts of the standard. However, an important
enhancement to the standard is that it allows for the representation of individual
objects within frames.
3.2.6

Joint Picture Experts Group (JPEG) Standards

JPEG, like MPEG, is also an ISO working group. It was formed starting in 1982 to target
the compression of still images – both black and white and colour. It shares some of the
same techniques as MPEG for image compression – it has functional blocks for DCT,
quantization, and coding ([46] slide 24).
A critique of the baseline JPEG standard [25] points out that the quality of an image
obtained at decompression time is determined at compression time (that is, there is no
freedom for the decoder to, say, decompress to a lower quality image). JPEG2000, an
enhanced ISO JPEG standard, resolves this problem by delaying “the decision on several
key compression parameters such as quality or resolution… until after the creation of the
codestream” ([25] p. 268). JPEG2000 offers a number of progressive or scalable
transmission modes which include (from [25]) quality (as more data is received in a
transmission, the quality of a baseline image increases) and resolution (as more data is
received in a transmission, the image size increases) modes.
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3.2.7

MPEG Video Compression Mini-Tutorial

Here we provide a brief overview of how image and video compression is achieved using
the MPEG standards (those elements that are common to MPEG-1, 2 and 4). Much of
the work that follows discusses research involving details of the compression process. It
is therefore useful to have a good working knowledge of compression terminology and
mechanisms before reviewing that research. Figure 1 shows a simplified block diagram
of the basic steps in producing a compressed bit stream. The figure and accompanying
description are based on material in [45][46], and[24].

Video Frames
Image Source: Jia-Woei David Chen[52]

Quantization

Transform

P
Macro
Block

DWT
DCT
……

P’

P’’=Round(P’/Q)

[73, -2, -1, 0…]
P’’

ZZ

VL
Code
(Huffman)

Figure 1: Intra-Frame MPEG Compression
i.)
Frame Division: In this phase, an incoming stream of video frames is divided into
groupings that are referred to throughout the MPEG standards as MacroBlocks, or MBs.
MacroBlocks are typically 16X16 blocks of bits.
ii.)
Transformation: In this block, the image data is either spatially compressed using
a transform (such as a wavelet [2] or cosine [24] transform) or temporally compressed
using a combination of transform and motion vectors. Spatial compression is referred to
as intra-frame compression while temporal compression is known as inter-frame
compression. These two modes are briefly discussed below.
 Intra-Frame compression is performed using the Discrete Cosine Transform
(DCT) on 8X8 sections of the data. For image and video data, a DCT generally
produces a sparse matrix of signed AC and DC coefficients. Figure 2 below
shows the result of performing a DCT on the 8X8 block of grayscale data P from
the Lena image of Figure 1 above. The resulting DCT matrix is referred to as P’.
Notice how most of the information in the matrix is now concentrated in or about
the DC component (the element P’[0,0]).
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Figure 2: DCT performed on 8X8 Segment of Image Data
 Inter-Frame compression is performed through motion compensated predictive
compression ([45, slide 47). In many cases throughout a video sequence, very
little of a frame actually changes between the last frame and the next frame (for
example, a scene that is slowly panning or a newscaster that is speaking) and it is
this temporal redundancy that inter-frame predictive compression seeks to
capitalize on. While a detailed analysis of motion predictive compression is
beyond the scope of this work, it is instructive to elaborate on the essential
elements of this mechanism as some of the tactics for securing multimedia (video)
streams target these mechanisms. The MPEG standards define three frame types
[24][45]:
o I-Frames: these frames provide a reference for the video stream. Each
MB in these frames is intra-frame compressed (that is, spatially
compressed using DCT).
o P-Frames: the MBs in these frames are either motion compensated
forward predicted from previous I or P frames or they are Intra-Frame
compressed. A general description (from [45]) of a P-Frame generation
follows:
Refer to Figure 3 below. The MPEG video coder compares each
MB from the frame being coded at time (t) to the MBs in a
reference frame at (t-1) using one of a number of motion
estimation algorithms [46] (for example, best fit block matching).
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Video Decoder

Video Coder
Current P-Frame (t)
Motion Vector

Frame Under Reconstruction

Error MB

Motion Vector

Motion Estimation
(eg Best Fit)

Q-1(DCT-1(P’’))
Reference I-Frame (t-1)

Reference I-Frame (t-1)

Figure 3: P-Frame Generation
If a suitable MB in the reference frame is found, a motion vector
that maps the MB from the reference frame to the frame being
coded is generated. The reference MB may not be a perfect match
so an error MB is generated as well. The motion vector and error
MB are sent to the decoder. The decoder reproduces each MB in
frame (t) by taking MBs from the reference frame and applying the
motion vector and error MBs.
In some cases, no suitable MB will be found in the reference frame
(the error MB will be greater than some threshold). In that case,
the coder simply intra-codes the MB in frame (t) and sends this
instead. If the number of MB being intra-coded is large, this
probably indicates that the video sequence has changed
significantly (the scene switches completely) and a new reference
frame is sent.
In the figure, the reference frame used by the coder is represented
as being inverse quantized and inverse transformed. The coder
must use the same reference frame as seen by the decoder and,
since the quantization process is lossy, the reference frame must be
quantized and inverse quantized in order to be in possession of the
same reference frame.
o B-Frames: In this case, the MBs in the frames being reconstructed are
predicted using the previous and/or next frame in the video sequence and
result in the highest compression rate [24]. However, they do require that
the frames be sent by the coder out of sequence since the decoder must
have all of the frames necessary to rebuild the B-Frame.
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iii.)
Quantization: As stated by Tudor, “it has been observed that the numerical
precision of the DCT coefficients may be reduced while still maintaining good image
quality at the decoder” ([24] p. 259). Quantization is performed on the DCT coefficients
to reduce the number of bits necessary to represent them. Quantization is a lossy
operation since the quantization error is not recoverable at the decoder. However, as will
be discussed later, scalable compression methods have been developed to send the
quantization error to the decoder as a “take-it-or-leave-it” enhancement to the already
transmitted frame. Quantization is not normally uniformly applied to an 8X8 block
(although it is possible). For example, the default quantization matrix for MPEG-1 is
shown in Figure 4 ([45, slide 35 ). Also shown is the result of quantizing P’ from Figure
3. The quantization matrix for MPEG-4 can be adaptively configured by the coder.

Q (Default MPEG-1
Quantization Matrix)
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0
0
0
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0
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Figure 4: Default quantization matrix for MPEG-1 and quantization of P’.
iv.)
Coding: As indicated earlier, a DC transform on an image segment generally
results in a sparse matrix and coefficients are often further removed by quantization. The
remaining coefficients are then scanned into a linear vector from the 8X8 quantized DCT
coefficient matrix in a zig-zag fashion starting at the DC coefficient (P’’[0,0]). The scan
pattern attempts to place the non-zero coefficients first since they tend to be distributed
around the DC component. Each vector is then coded using Huffman-like coding which
results in a smaller coded stream. For the running example of Figure 1, the resulting
linear vector is [73, –2, –1, 0, 0, 0, ….].
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3.3

Review of Stream Encryption Techniques

Now that definitions and terminology are understood, we next examine three approaches
to encrypting video streams in order to provide confidentiality and conditional access
services. In all three approaches, standard keyed encryption schemes are employed.
However, the difficult problem of key management and distribution has been “assumed
out” of these solutions. We look at approaches to key management later.
3.3.1

Secure Scalable Video Streaming

This approach is described in [11] and [12]. The authors propose a novel system for
adding a measure of scalability and security to transcoding operations. They call their
approach Secure Scalable Streaming (SSS). In providing scalability to transcoding, some
of the challenging problems of securing a transcoded stream can be solved.
The authors assert that current transcoding algorithms may not be up to the task of
processing the hundreds or thousands of high quality video streams that might be found
on a major transcoding network node. They also point out that transcoding the stream
between a server and a client requires the transcoder to be in possession of any and all
secret keys used to secure the streaming content and this introduces a security point of
failure.
The scheme is straightforward. It uses scalable coding tools already present in
compression standards to build scalable video streams – that is, the data at the start of the
stream is used to assemble a “baseline” image or video frame which is then enhanced (in
terms of resolution or quality) by data found later in the stream (MPEG-4 FGS SNR [10]
for example). The stream is then progressively encrypted so that the entire stream is not
needed at the client prior to decryption. Finally, the stream is appended with a clear-text
header indicating a number of offset points where the stream could be truncated by a
transcoder should the stream need to be adjusted to a different quality or bit rate.
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The authors use Motion-JPEG2000 for their scalable coding standard. Motion JPEG is a
JPEG2000 based implementation for video streaming. The implementation is shown
pictorially in Figure 5. Video frame data is broken down into tiles and coded into
scalable streams using JPEG2000. The stream for each tile is then fed to an SSS packer
whose task is to:
a.)
b.)
c.)

Extract coding data from the JPEG2000 stream header;
Progressively encrypt the JPEG2000 compressed data; and
Build SSS packets with clear-text headers and encrypted data.

Client
Tile
Data

TransCoder

JPEG2000 Scalable Stream

SSS Packer
Head
SS Packets

Encrypted Stream

Client
Truncation
Points between
Cipher blocks

Figure 5: Secure Scalable Streaming System Overview
Progressive encryption of the compressed data is accomplished using block ciphers. In
[12], experimental performance results were obtained using AES and 3DES block ciphers
in cipher block chaining mode. In this mode, the first block is encrypted independently
but all blocks thereafter depend on the previous block for decryption. Thus, if an
encrypted stream is truncated at some point, the data that remains is not cryptographically
dependent on any information in the truncated portion.
The un-encrypted header contains truncation point suggestions. As each SSS packet
transits the network, intermediate transcoders do not need to decrypt the packet contents
in order to perform transcoding operations. Rather, they refer to the un-encrypted header
packet to locate trunctation points that are suitable to meet the bandwidth or quality
requirement.
When the stream containing SSS packets arrives, the client strips away the encryption
and reconstructs the video frame or tile using as much of the data as was received.
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3.3.2

Adaptive Rich Media Secure (ARMS)

The authors of this work [23] seek a more generic, standardized approach than that taken
in [11] and [12]. They attempt to accomplish this by extending the Internet Streaming
Media Alliance (ISMA) security standard in a way that allows streams to be switched to
meet network bandwidth or client device capabilities.
The innovation introduced by [23] is shown in Figure 6 below (based on Figure 4 of
[23]). Instead of coding the multimedia object once using a fixed set of parameters (for
example, a certain quality, resolution, etc.), the object is passed through a bank of MPEG
coders that produce many copies of the same object with different quality and resolution
settings. Then, each copy is streamed using the ISMA standard to an “ARMS Adaptive
Streamer.” This device observes and senses client processing capabilities and available
network bandwidth and, using this information, it selects an appropriate stream to send to
the client. In the event that the client processing capabilities or network conditions
change, its task is to dynamically switch the stream being unicasted to the client.

Broadcast
Content
Creation

Encryption
Module
MPEG
MPEG
MPEG

Client
ARMS
Adaptive
Streaming
Server

Client
Client

Video
Stora

Figure 6: ARMS Architecture (based on Figure 4 of [23])
Stream switching is where this work offers innovation to the ISMA standard. The
problem is to ensure that a client switching from one stream to another at the end of a
“section” of content has the necessary elements to allow it to begin decrypting the next
section in the new stream immediately.
The authors indicate that the ISMA standard requires the use of a stream cipher with
random access capability (in order to enable resynchronization in the event of packet
loss). This capability is provided in [23] by an encryption key and a counter based index
parameter. A 128 bit counter value is encrypted using AES which is then XORed with
128 bit blocks of the streaming content. Two requirements for the index exist: a.) It
must increase with successive sections of content; and b.) It must not be used twice with
the same stream encryption key. This is not a problem if a single stream is assumed
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(which is the case for ISMA). The index for the current section of content to be
encrypted starts off where the last section ended and the key is changed when the index
cycles.
However, ARMS employs multiple streams. To switch from one stream to the next, the
client needs the key for the stream – which is potentially an easy problem if all the
streams use the same key. The client also needs to know the starting index value for the
“section” of content that it joins (stream switching occurs at “section” boundaries).
Unfortunately, sections of content from different streams are likely to vary in size
because they may have more or less information to convey in any given time period
depending on the compression values chosen. The innovations to ISMA in [23] ensure
that each section of content start with the same index value to ensure that switching can
occur. For streams with different keys, the starting index value is chosen as the next
index value available from the largest section in the previous time slot. In the case where
the same key is used for all streams, the content to be encrypted from each stream is
serialized within each time slot and the encryption index is computed for these as if they
were a single stream.
3.3.3

Selective Encryption Methods

The authors of this paper [1] propose four fast and “lightweight” MPEG video encryption
algorithms. The authors assert that, because of size and real-time processing
requirements for multimedia content, confidentiality services using typical symmetric key
encryption (such as DES, 3DES, AES, etc) may be both unwieldy and, in fact,
unnecessary. The argument is that the confidentiality of the data needs only “provide [a]
sufficient security level such that the cost to break the security system is much more
expensive than to buy the data.” ([1] p. 58)
The authors provide an excellent review of related work. Some of the key techniques that
they summarize are listed below:
 Encrypt only MPEG video headers in a video stream.
 Encrypt I frames only.
 Randomly permute the way in which the DCT coefficients are converted from the
8X8 matrix to linear vector prior to encoding (the zig-zag pattern is randomized).
A more comprehensive review of selective encryption techniques is given in [19]. We
will examine some of the results of that work shortly.
The authors provide four algorithms for performing lightweight MPEG video encryption.
These are summarized from [1] below:
a.)
Algorithm I - (no name given): the aim of this algorithm is to save encryption
computation time. Essentially, the algorithm employs a secret key function that is used to
map the values in the MPEG-1 Huffman codeword list to a permuted codeword list as
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shown in Figure 7. There is a requirement in the algorithm to ensure that the permuted
codewords are the same size as the original codewords or the stream compression will be
sub-optimal. In order to recover the data properly, codewords are mapped back to the
Huffman table using a key function (known only to the sender and receiver). The authors
note that while no overhead is added to the MPEG codec, the “keyspace” is limited to the
Huffman Coding table.

MPEG Stream

Huffman
Coder

Huffman
Decoder

Permuted
Huffman
Code
Table

Key
Function

MPEG Stream

Huffman
Code
Table

Permuted Codes are
Same length as originals

Figure 7: Algorithm I – Permuted Huffman Table
b.)
Algorithm II – Video Encryption Algorithm (VEA): Recall that when the DCT is
normally performed on an 8X8 block of unsigned integer data, the DCT produces
coefficients that are signed. This algorithm targets the sign bits of the AC and DC
coefficients in each DCT block. The encryption is performed by generating an m-bit key
and using this key to perform a bit-wise exclusive-or (XOR) with each of the coefficient
sign bits.
The security of this approach, as in the last approach, relies on the inverse DCT process.
Because there are so few DCT coefficients, the reconstruction of the original data matrix
from coefficients with the wrong sign will result in garbage. The apparent strength of
the system depends on the key length. However, the algorithm is very weak to plaintext
attacks. Finally, the encryption process is efficient because only a small percentage of
the total data stream is modified.
c.)
Algorithm III – Modified VEA (MVEA): The previous two algorithms focused
exclusively on I-frames. In the MVEA algorithm, B and P frames are also targeted for
encryption. In this case, only the sign bits of the DC coefficients in I-frames were
encrypted since it reduced the computational burden and was still effective given other
encryption measures. For B and P frames, the sign bit of the motion vectors were also
encrypted. The video decoder uses the motion vector to reconstruct a portion of the
current frame from a reference frame. Changing the sign bit of the motion vector
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changes the reference direction and the MB is rendered incorrectly. As with VEA,
MVEA is weak towards plaintext attacks.
d.)
Algorithm IV – Robust VEA (RVEA): The aim of RVEA is to provide a
lightweight encryption scheme that is robust to plaintext cryptographic attacks. The
general concept is (as in MVEA) to encrypt only the sign bits of DCT coefficients in I
frames and motion vectors in P and B frames. In this way, only a small percentage of the
total bit stream needs to be encrypted and some computational savings are realized.
However, instead of performing encryption using an m-bit key and the XOR function on
the sign bits, a “heavyweight” symmetric key encryption algorithm (for example DES) is
used. This renders the encrypted sign bits next to impervious to plaintext attacks. The
authors report that sign bits represented less than 10% of the total bit stream and a 90%
savings in computation time was observed (compared to encrypting the whole stream).
3.3.4

Discussion

In [12], the authors provide confidentiality to their streaming data using symmetric key
encryption on the total payload. They attempt to provide fine-grained scalability to the
video stream without decrypting or transcoding it (the operations are performed in the
“secure domain”). The authors claim an average overhead (compared to end-to-end
encrypted delivery) of approximately 2-2.5%. However, SSS transcoders are required to
be present in the data stream as are SSS aware clients.
The approach taken by [23] is similar in that a full implementation of symmetric key
encryption is used on the payload. However, scalability is addressed specifically by
allowing the client to switch to a lower resolution stream in the event that transport
capabilities change. While no data is provided to indicate what overhead is introduced by
this scheme, the use of ISMA implies a certain packet overhead for meta data. There is
also a requirement to employ ISMA aware clients.
The authors of [1] explored confidentiality requirements through selective encryption of
portions of the payload from a video stream. The authors of [1] obtained very good
results in terms of “scrambling” content. VEA required only 1.8% overhead in
processing time while the total time spent encrypting during compression while using
RVEA was measured at approximately 2.5%. The approaches outlined in this work do
not involve packet overhead nor do they require handlers in the traffic stream.
Much work appears to have been done in selective encryption methods. The authors of
[19] reviewed over seventeen works targeted at selectively encrypting various image and
video bitstreams. They conclude that, while the work presented is promising, there are
several shortcomings which will require further effort. One of these perceived
shortcomings is the lack of an integrated key management system: “it cannot be
separated from the design of secure multimedia distribution.” ([19] p. 7]) We will look at
key management schemes next.
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3.4

Key Management

3.4.1

Introduction

In the previous section, we discussed video streaming. It was noted that encryption
appears to be the dominant approach to securing the confidentiality of streaming
applications. However, in almost all cases where encryption is used, a means to securely
distribute and periodically update encryption keys is needed. In the literature, this is
frequently assumed out of scope.
In this section, we discuss aspects of key distribution and update – elements of key
management. We limit the context to broadcast or multicast conditional access
applications. Such applications include pay-TV, pay-per-view, network news, online
gaming, and multimedia conferencing [4][9].
3.4.2

Characteristics

There are several desirable characteristics of a key management system. These are drawn
from [13][4] and [8]:
 Key management must be able to efficiently deal with a possibly high turnover
rate in end-users. This requirement has two constraints:
o End-users who join a session1 must not be able to access media that has
already been multicast; and
o End-users who leave a session must not be able to access multicast media
from the time of departure onwards.
 Key management should have minimal impact on the communication and
computation requirements of end-user access devices;
 Key management should be scalable in the sense that incremental increases in the
number of end users in any session should not cause unmanageable performance
degradation.
 Key management should be resilient in the face of a key compromise in the sense
that detection and recovery should be transparent to the end-user (added by us).

1

A “session” is loosely defined here. Depending on the application, the session may be a channel or
stream or an individual program or multimedia event (i.e., a teleconference). In some circumstances, the
end-user may expect and be entitled to access to a “program” or “event” from the start even though he/she
has “tuned in” late.
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Public key algorithms could be used to address key distribution. These algorithms neatly
solve the problem of mutual authentication. Algorithms such as Diffie-Hellman key
exchange could be used to securely derive a mutual key between server and client.
However, while authentication need only be performed once between a client and server
(when the client joins a session), key exchange may be required quite often. This is
problematic since public key algorithms tend to be slow and require substantial client
side processing. Therefore, most key distribution models do not make use of public key
cryptography for key exchange.
3.4.3

Flat Key Distribution Model

In this section we discuss a flat key distribution model (as described on page 545 of [13])
in which a central server broadcasts/multicasts one or more multimedia sessions to a set
of end-users. This architecture is referred to in [27] as the “Star Topology.” We make
reference to both in constructing the description in this section.
Consider figure 8 below (based on Figure 1 of [27]). At time t, the server has a media
key (MK(t)) used to encrypt the multimedia content being streamed or otherwise served.
There are three end-users E1, E2, and E3. Each end user has a secret symmetric key KE1,
KE2, and KE3 used to secure communications between itself and the server for the
purposes of performing key update operations.

M K(t)

KE1

KE2

E1

E2

S1

KE3
E3

Figure 8 (based on Figure 1 of [27])
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We may now consider three cases with the model of Figure 8:
Case 1: A new user, E4, joins the multicast. The following operations occur:
 E4 requests to join the multicast.
 The server and E4 perform mutual authentication via some means. As part of this
authentication, the Server and E4 negotiate a symmetric key KE4.
 The server generates a new media key MK(t+1).
 The server encrypts the new media key with the old media key and multicasts this
to E1, E2, and E3.
 The server encrypts the new media key with the symmetric key KE4 and sends this
to E4 (but only after E1, E2, and E3 have acknowledged receipt of the new media
key.
In this case, the new user is prevented from being able to view the content that has
already been streamed.
Case 2: An existing user E2 leaves the multicast. The following operations occur:
 E2 requests to leave the multicast.
 The server generates a new media key MK(t+2).
 The server encrypts this new media key with KE1, KE3 and KE4 and sends each to
the appropriate end user.
In this case, the leaving user no longer has access to the media content.
Case 3: Periodic re-generation of the Media Key.
Although this case is not specifically discussed in [27] or [13] for the flat key distribution
model, we may easily intuit the operations required for a Media Key update. Such an
update is generally required to ensure the continued security of the system against
cryptanalysis attacks. The following operations would be required:
 The server generates a new media key MK(t).
 The server encrypts this new media key with the symmetric keys of all existing
users and then sends each to the appropriate end user.
While the architecture of Figure 8 is simplistic, it is one that could naturally evolve (and
probably has). However, we find that the server must perform (n-1) symmetric
encryptions (where n is the number of users at time t) and send (n-1) messages in Case 2.
Case 3 has the same complexity. The server is also required to retain (n+1) symmetric
keys. As indicated in [27] and [13], the complexity of the server communication,
computation, and storage requirements is linear making this approach decidedly nonscalable. We next discuss an improvement on this basic (but intuitive) architecture.
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3.4.4

Key Graph Model

In the key graph model of [27], scalability is achieved by the introduction of subgroups.
In this approach, the server creates a key graph with two types of nodes: u-nodes that
represent users and k-nodes that represent keys. Each user has a key set whose elements
are the keys found on the directed path between the user’s u-node and the root node.
Figure 9 (based on Figure 1 of [27]) below shows a key graph with one layer of subgroup
keys.

M K(t)

S1

SG3

SG2

SG1

KE1

KE2

KE3

KE4

KE5

KE6

KE7

KE8

KE9

E1

E2

E3

E4

E5

E6

E7

E8

E9

Each user En has { M K(t) SGn Ken }

Figure 9 (based on Figure 1 of [27]): Key Graph Model
In the figure, each end-user has three keys: a Media Key MK(t) (which is referred to in
[27] as the Group Key – we shall preserve our notation here), its own encryption key EKn,
and a subgroup key SGn. For example, end-user E4 has EK4, SG2, and MK(t). In the flat
model discussed earlier, end-users did not have sub-group keys.
The chief advantage conferred by the division of end-users into groups is a savings in
server processing. Let us reconsider Case 2 (where an end-user leaves) and identify the
leaving user as E9 in Figure 9. As in the flat model, the server must generate a new
Media Key MK(t+1) and distribute this to all remaining users. For the first and second
group, the server needs only perform two encryptions (MK(t+1) using SG1 and SG2) and
unicast/broadcast the results to users in these two groups. In the flat model, the server
needed to perform six encryptions of MK(t+1) (one for each user).
However, in the key graph model, the server must also change SG3 since E9 had a copy of
this key. The server generate SG3(t+1) and encrypts it using KE7 and KE8. Finally, the
server must give E7 and E8 the new media key MK(t+1) so it encrypts it using the new
group key S G3(t+1).
The total number of encryptions in the example of Figure 9 is five (versus eight for the
flat model). As [27] indicates, for large numbers of users organized in a full and
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balanced tree, the savings in processing time at the server can be substantial.
Considerably more savings is realized when one considers Case 3 – periodic re-keying.
Instead of nine encryptions, the server needs only perform three. This could be
advantageous where the requirement for re-keying is frequent.
3.4.5

Secret Sharing

An interesting approach to the key management problem in conditional access systems
has been proposed in [7]. This work recommends a key transport protocol based on a
threshold scheme in which a secret S is broken up into t “shares.” To reconstruct S, it is
necessary to be in possession of a certain number (or “threshold”) of the t shares.
In [7], the authors propose pre-positioning one or more of the t shares on the end-user
device (say, the smart card in a set-top pay-per-view system). The concept is then to send
one or more of the remaining t shares over the communication channel (possibly in
cleartext) with the encrypted media. The end-user device would compute the secret
based on all t shares and decrypt the incoming content.
The work in [7] uses Shamir’s [53] thresholding scheme in which:
“the secret S is coefficient a0 of a random (t-1) degree polynomial
f(x)=(at-1xt-1+…+a1x+a0) (mod p) (1)
over the finite Galois Field GF(p), where p is a prime number larger than
both S and n. Each of the n shares (xi,yi) is a point on the curve defined by
the polynomial f(x)… As a polynomial of degree (t-1) can be uniquely
determined by t points, the secret can be computed from t shares.” ([7] p.
5])
A trivial example of using a first degree polynomial (of the form f(x)=a1x+a0) is now
given to illustrate this proposal (based on a similar example included in [53]). A first
degree polynomial describes a line. To completely specify the line, two points are
needed. As part of the distribution system, one of these points (x0,y0) is pre-positioned
with the end-user(s). To stream encrypt or scramble data from the server to the enduser(s), the server first computes a secret S as a point on the y-axis (0,S) and uses this to
scramble or encrypt the content. It then constructs a polynomial (a line) that passes
through both (0,S) and (x0,y0). Finally, it chooses a third point (x1, y1) on the line and
sends this ahead of the scrambled data. This is called the “activating share.” The enduser(s) receive (x1,y1) and combine it with (x0,y0) to solve the system of equations and
determine a0 (which is (0,S)). This value is used to decrypt or de-scramble the data
stream.
Note that the server can repeat the process to generate a new secret while consistently
using the pre-positioned secret at the end-user. The authors of [7] note that he security of
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this system demands polynomials of higher order. For each polynomial of degree (t-1),
there are (t-1) points pre-positioned at each end-user. The “activating share” is that last
point on the function needed by the end-user that will reveal a0. Computation of a new
key requires the server to fix (0,S) and determine (x1,y1) from a function that passes
through all of the points that make up the pre-positioned information.
3.4.6

Centralized Key Management with Secret Sharing (CKMSS)

In [5] and [8] the authors have merged the work in [7] with the concept of key graphs in
[27] and label the new system Centralized Key Management with Secret Sharing
(CKMSS). In addition, they attempt to show how their implementation could be used
with scalable video.
The important aspect of the Secret Sharing approach in [5] is that, using the same set of
pre-positioned shares, the server can change the secret key generated by the end-user
simply by sending a different activating share (recall that the activating share used in this
work is the last point that each client needs to uniquely define the polynomial and
therefore determine a0 - the secret).
In the CKMSS scheme, the authors have essentially taken the key graph model of [27]
and, wherever a key would normally be distributed to a key node (for example, a sub
group key node or and end user), a set of shares is distributed instead. Both the group
keys and the client keys can then be generated locally by the client using an activating
share sent by the server. Note, however, that the shares must be sent in a protected
manner (i.e., encrypted). This is different from [7] in that the secret shares in that work
were assumed to be pre-positioned at system production or rollout.
Let us examine how a member leaving a sub-group would be handled by CKMSS.
Figure 10 shows user E9 leaving the session.
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Figure 10: E9 Leaves
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a.)

Server Computation: Assume member E9 of Figure 10 leaves the tree. E9
belongs to sub-group SG3. Therefore, in order to “clean up” behind E9, the server
needs to issue a new SG3 key and distribute this to E7 and E8 (because E9 knows
the sub-group key). The server also needs to generate MK(t+1) (because E9 also
knows that). In [5], MK(t+1) is chosen and set of (t-1) shares for this key are
computed. The server also chooses SG3(t+1) and computes a corresponding set of
(t-1) shares. The server then encrypts the shares for MK(t+1) with the sub-group
keys for SG1, SG2, and SG3(t+1). It also encrypts the shares for SG3(t+1) with the
individual keys of E7 and E8. Finally, it multicasts all of the encrypted items
along with the activating share for the new MK(t+1) and SG(t+1) keys.

b.)

End-User Computation: Each end-user decrypts the (t-1) shares for MK(t+1)
while E7 and E8 also decrypt the shares for SG3(t+1). Each client then uses the
activating share it received to construct the Media Key MK(t+1) E7 and E8 also use
the activating share for the new group key to construct SG3(t+1).

While this process may appear to add undue complexity at the end-user side (solving the
system of equations to determine new keys), the authors of [5] indicate several benefits
after performing a number simulation results. The chief advantage is obvious without
any simulation at all: periodic re-keying requires only a single multicast of a fixed length
activating share and this share does not need any encryption. The approach in [27]
requires at least nSG encryption operations (where nSG is the total number of sub-group
key nodes). In systems where periodic re-keying is required frequently, this aspect may
confer some advantage. Some of the other conclusions provided in [5] include:
 Increasing the number of shares per node incurs a (mildly) non-linear
computation cost. The authors note that the cost could be justified by matching it
against the threat and multimedia asset value; and
 The processing time per request increases linearly with the logarithm of the group
size.
As a final note, the CKMSS model presented in [5] was also used to secure scalable
video which consisted of a base layer and one or more enhancement layers. Each layer
was multicast independently. The approach was reasonably straightforward. Each layer
was assigned a separate Media Key MK. However, only the base layer MK was changed
after a join or leave since the enhancement layers – in the absence of the base layer – did
not convey usable information. This work was also reported in [20].
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4

Watermarking

4.1

Introduction

Watermarking is seen as a technique, complementary to encryption, for the secure storage
and distribution of multimedia content [3]. In a watermarking system, information is
inserted directly into a multimedia object at the expense of a hopefully imperceptible
degradation in the quality of that object.
Digital watermarking has obvious parallels with steganography [32][34][31] and physical
paper watermarking. Steganography is a Greek word meaning covert communication and
is a sub-discipline of data hiding. In steganography, data is hidden in some “cover
object” such that the object itself attracts no particular attention (except by those who
wish to communicate securely). In recent years, a host of electronic tools have become
available for embedding secret information into digital images, video, and audio (a
simple “Google” on “steganography tools” will receive thousands of hits). Such tools are
useful in an internet perspective because they can help obscure communicating parties; as
opposed to sending a multimedia object directly (perhaps by mail – which automatically
reveals the communicating parties), the object can be downloaded during what looks like
a normal browsing session from just about anywhere. If the web server is very active, it
will be difficult to determine communicating parties from the “noise.”
While steganographic messages in cover objects must remain hidden, the principle
concept of a paper watermark (which appeared during the era of hand-made papermaking
about 700 years ago [32]) is that the embedded information is visible. This information
was used by artisans and merchants to authenticate certain characteristics of the paper
being purchased. In some countries, currency is watermarked to foil counterfeiting
operations. In the sections that follow, we shall see the parallels between digital
watermarking technologies.

4.2

Uses of Watermarks

Watermarking technologies can be used for the “identification of the origin of content,
tracing illegally distributed copies and disabling unauthorized access to content” ([6]
p.243). Origin of content has the requirement that an author’s proof of ownership can be
unambiguously determined in cases of dispute [29]. Digital watermarks are seen as a
technique having the potential to fulfill this requirement. The mechanics of this system
operate as follows. A digital watermark is created and inserted into the media which is
then circulated according some distribution model. At some later date, the author may
observe his/her work being used in a way that was not intended or authorized. The
author can commence civil or administrative action to re-assert control of the work or
have payment rendered. As pointed out in [29], the watermark must be resilient to
attacks by pirates who may have near infinite time and resource to attack a copyrighted
object.
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A second use of watermarks is to identify copyright traitors. [29][30][55]. Watermarks
used in this context are often referred to as fingerprints because each end entity receiving
a copy of a media file will have an entity-specific identifier embedded in the media file as
a watermark. Then, if the end-entity illegally distributes their copy, the authors have a
way of determining who they are and taking appropriate action. There are still many
legal and research issues involved in this use of watermarking.

4.3

Properties of Watermarks

The following are the properties of watermarks drawn from reviews of watermarking and
data hiding ([31],[32],[34],[6],[54]). Watermarks can have one or more of these
properties although several properties are exclusive of other properties.
 Robust: there are two categories of “attack” that can be perpetrated against a
watermarked object. The first category includes un-intentional attacks that
involve all of the standard data processing operations that one might expect. For
example, in the case of image or video, processing operations include potentially
lossy compression, image cropping, zooming, enhancement, etc. The other
category of attack includes those operations perpetrated “with the purpose of
impairing, destroying, or removing the embedded watermarks”([34] p. 1081). A
truly robust watermark, then, is one that can remain intact through un-intentional
attacks and at the same time render obvious intentional attacks. Making an attack
obvious usually implies that the watermarked object is damaged or destroyed in
some perceptually obvious way [32].
 Fragile: a watermark with this property is “destroyed as soon as the object is
modified too much” ([32] p. 1063). This type of watermark is designed
specifically not to be robust to modifications and may be used during integrity
verification of an object. A distinction between fragile and semi-fragile can be
made [31]: a truly fragile watermark will be destroyed under the slightest
modification whereas a semi-fragile watermark will only be destroyed after a
certain threshold in modifications has been reached.
 Imperceptible: as indicated in [34 p. 1082], “the design of a watermarking
method always involves a tradeoff between imperceptibility and robustness.”
Embedding a watermark into media should not introduce any perceptible change
to the media; it should be imperceptible. However, robustness requires that the
watermark be embedded in “the most perceptually significant components” ([32]
p. 1064) to resist intentional attacks without crossing the threshold of actual
perception by a human. As [34] indicates, this threshold of perception is a
subjective one and normally requires human input to determine.
 Visible: While most of the literature has focused on watermarks having the
“imperceptible” property [32][31], there are occasions where a digital watermark
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may be required to be visible to the user. Such occasions are strongly associated
with traditional paper watermarking (logos, copyright notices, etc).
 Un-ambiguous: A watermark having this property should be able to identify a
single author or content owner and should degrade gracefully under attack [31].
This property targets a class of attack whose scope is to introduce new (or modify
existing) watermarks to make the content appear to be owned by several entities
thereby throwing ambiguity into the question of copyright.

4.4

Watermarking Process Model

In order to fully understand the elements and processes involved in watermarking, we
now examine the watermarking model described in [29] and re-presented/paraphrased
here. The essential constituents of an end-to-end watermarking system are shown in
figure 11 (figure 1 from [29]).
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Figure 11: Watermarking Model (figure 1 from [29])
4.4.1

Data Embedding

The role of data embedding is to mix the watermark information with the media to be
watermarked (represented as b and A in Figure 11, respectively). Depending on the
implementation, the embedding module may also incorporate the use of a secret
(symmetric or asymmetric) key, K, as shown. This key is used with some encryption
algorithm in order to scramble the watermark prior to embedding it into the cover object.
Encrypting the watermark may be required if there is a need to keep the watermark
information confidential and if the watermark recovery mechanism is widely known.
Another obvious benefit to encrypting the watermark is non-repudiation. That is, it is not
possible to forge someone else’s watermark in an object (unless access has been gained to
their secret keys).
The actual embedding process appears to be divided into two broad categories as
described below:
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4.4.2

a.)

Blind (Public, Oblivious) Watermarking: In a system of blind embedding,
the creation of the watermarked media has no dependency on the
information in the original unmarked media. This has important
performance and accuracy implications for watermark detection. Spread
spectrum techniques represent an important class of blind embedding [35]
but are not necessarily constrained to this category. Blind embedding is
also known as public marking [32].

b.)

Informed (Private, Non-Oblivious) Watermarking: This system of
watermarking makes use of the original media (the “cover signal”) to
assist in the recovery of the watermark. As indicated in [35], early blind
embedding systems considered the cover signal to be noise. However, it
was realized that the cover signal could (in general) also be available at
the decoder as side information (i.e., not transmitted over the watermark
channel and therefore having no bandwidth implications) and could
therefore be used in recovering the watermark. In this context, the
technique has become known generally as “informed watermarking” (but
also goes by “known host state”, “dirty-paper coding,” and “writing on
dirty paper (WoDP)” [35]).

Watermark Channel

The watermark channel describes the possible transformation of Aw to A’ that may occur
as a result of either routine image processing or intentional attack. We will revisit the
topic of watermark attacks in more detail shortly.
4.4.3

Watermark Detection or Recovery

The data recovery process is designed to perform one of two operations. It either detects
the presence of a watermark and asserts a boolean flag accordingly or it reads and
extracts the watermark. In the case of simply detecting the presence of a watermark
(common with spread spectrum techniques), the original watermark information (b) is
generally required whereas the original, unmarked cover object is not. In the case where
a watermark is to be recovered, the original cover object (A) is required if the insertion
process was informed. A decryption key K is also required one was used during the
insertion process.
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4.5

A Review of Watermark Attacks

4.5.1

Introduction

There are a number of general attacks against watermarks [31][33]. Most of these seek to
challenge the robustness of watermarking schemes from the point of view of normal or
“expected” data processing as opposed to being deliberate attempts to foil the watermark.
For example, [33] describes StirMark, a tool designed for the basic testing of image
robustness. Some of the manipulations possible with StirMark include low pass filtering,
colour quantization, compression, scaling, cropping, rotation, and random geometric
distortions (such as image stretching, shearing, shifting, and bending). Some of these
operations – either alone or in combination – are quite successful at disabling
watermarking schemes (for example rotation and scaling against correlation based
watermark detection/extraction [31]).
In the following sections, we describe a number of deliberate attacks against various
watermarking schemes. We arrange the sections according to the taxonomy of
watermarks introduced in [56] which include authorship (or ownership), fingerprint, and
validation (or integrity) watermarks. Although that taxonomy is applied against software
watermarks, the groupings are non-the-less useful.
4.5.2

Protocol Attacks on Authorship Watermarks

Unique approaches to addressing protocol attacks are presented in [36] and [37]. An
attacker can violate an author’s proof of ownership if he/she can remove a watermark
from an object. This is what the property of robustness under attack seeks to prevent and
has been the focus of substantial research. However, “many of [the] existing schemes
have not addressed the ends of invisible watermarking schemes” (emphasis theirs)1 ([36]
p. 574). That is, to be useful, an embedded watermark needs to be unambiguous in a
court of law. The authors of [37] assert that the process may be “subverted entirely
without removing any watermark contained in the multimedia objects” ([37] p. 111) by
attacking the dispute resolution process as opposed to the watermark itself. Thus, a
protocol attack seeks to introduce uncertainty and ambiguity as to the rightful owner of a
multimedia object only when that object becomes the source of a dispute. As [38]
explains, “one of the primary problems to be addressed by watermarking methods is their
ability to make a counter-claim [against a watermarked work] practically impossible”
([38] p. 470).
The authors of [37] divide protocol attacks up into two classes:

1

This paper was published in 1998. This statement may not be current.
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 Copy attacks: In this class of attack, the objective is to copy an existing
watermark from one object to another without knowledge of the watermark or any
key that was used in conjunction with the watermark.
 Ambiguity attack: This class of attack has been referred to in the literature by
different names (e.g., “finding ghosts” [57]) yet the objective is consistent; the
general case involves “computing a watermark that was never inserted in an
object… but still can be detected there” ([37 p. 113). As an example of this type
of attack we next contemplate in detail the Single Watermarked Image
Counterfeit Original (SWICO) attack described in [6] and paraphrased below:
The SWICO attack is an example of an inversion attack (which is
identified in [37] as a special case of ambiguity attack). Let us assume the
canonical security entities Alice and her adversary Eve (one may wonder
if Eve is always after Alice as a result of a failed love triangle involving
Bob). Eve, for whatever nefarious purpose, would like not only to lay
claim on a multimedia object, M, already watermarked by Alice (and
represented here as MA), but she would like to eliminate any possibility of
a court determining that the object M originally belonged to Alice.
One way to attempt this is for Eve to obtain Alice’s object MA and
introduce her own watermark into it (which should be possible if the
object has the robustness property). However, the problem with Eve’s
scheme is that Alice will have the original, M, that does not contain Eve’s
watermark. If she presents this to the courts, Eve will go to jail (or at least
be fined a very large sum). Eve must find a way of inserting her
watermark into Alice’s original but without getting access to it. In that
case – and that case alone – a courts will not be able to rule in Alice’s
favour.
How does Eve accomplish this? First, we assume that Eve has complete
freedom to choose her watermark signal and watermark detection
algorithm2. According to [36], she can take the watermarked object MA
and identify within it a set of features to use as her watermark, WE. She
then designs a watermark detector with a decision statistic, SE, tailored to
find her “phantom” watermark in MA. Finally, she removes WE from MA
and calls this object, MAE, her “original” (if MA is robust, there should be
no appreciable degradation in quality as a result of this operation).
One of the crucial factors here is designing an appropriate SE. If this is
done correctly and meets the constraints outlined in [36], then when
Alice’s original object M is applied to Eve’s watermark detector, the
2

Eve may be constrained to using the watermark detection algorithm that Alice used. However, because
detection is statistical in nature, there exists a probability of false alarms (i.e., detecting a watermark that
was not inserted). Using this fact, and depending on this probability, it may still be possible to find a
suitable watermark in the target object [37].

30

detector will report the presence of Eve’s watermark (recall that M and
MA are not significantly different so that a judicious selection of SE in MA
will likely also be found in M).
The result is that Eve has a (counterfeited) object containing Alice’s
watermark. Alice has an original object that contains Eve’s contrived
watermark. And, in the distribution system, there are objects containing
both watermarks. It is therefore not possible for an arbitration body to
determine rightful ownership. Note that this attack is only applicable
against watermarking schemes that the authors of [36] call invertible. A
scheme is invertible if it is possible to invert “a watermarking encoding
function , in order to “remove” a watermark from an image rather than
insert one” ([36 p. 579) (as was performed by Eve to subtract WE from
MA).
The work in [38] attempts to eliminate protocol attacks by proposing a watermarking
protocol that limits the degrees of freedom allowed when choosing watermarking
components. It is, in fact, “a list of restrictions to be placed on watermarking methods so
that they meet the end requirement, viz. unambiguous resolution of ownership” ([38] p.
477). They also note that time-stamping has been proposed as a solution to address the
ambiguity problem. However, while that approach has merit, the requirement for a
trusted time source in high availability mode could be seen as a limiting factor.
The work in [37] attempts to eliminate or limit some protocol attacks by incorporating the
use of cryptographic signatures in developing the watermark. In this case, there exists a
trusted third party who generates digital signatures that are used in the watermarking
process to attach a validity constraint to possible watermarks. Thus, not only does a
watermark need to be detectable within the object (this set includes the actual watermark
and all “false positives”), but it also must be valid. The strength of the mechanism relies
on the inability of an attacker to forge a watermark that is both present in the object and
valid in a reasonable time.
4.5.3

Attacks on Fingerprint Watermarks

4.5.3.1 Collusion Attacks
Collusion attacks are unique to fingerprint watermarks because a different watermark is
embedded with each copy of the media object. The general mechanism of a collusion
attack [29][30] is as follows. A group of users brings together their individually
watermarked copies of the same media object. These are then compared or averaged to
produce a single copy that has no watermark or a watermark that no longer is within the
detection threshold for the target decoder.
However, [29] indicates that this type of attack only works with blind watermarking –
where the embedded watermark is independent of the information in the watermarked
media. Therefore, it would seem that an obvious solution is to simply make the
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watermarking scheme informed. However, the consensus appears to be that the “design
and optimization of SS [spread spectrum] systems seems to be easier than the design and
optimization of binning schemes” ([35] p. 55). In other words, the work factor and
associated performance and complexity costs involved in switching from blind schemes
to informed schemes would have to be carefully evaluated against the costs incurred by
collusion attacks.
4.5.3.2 Protocol Attacks
The authors of [29] indicate a straightforward protocol attack against fingerprinting
techniques: “a buyer whose watermark is found in an unauthorized copy cannot be
prosecuted legally since he can claim that the unauthorized copy was created and
distributed by the seller” ([29] p. 34). In this case, the author or distributor generates and
embeds the unique fingerprint for each consumer at the source and this opens the door the
protocol attack.
One solution to this problem is to implement a trusted third party (TTP) whose function
is to implement all watermarks in a secure and “chain-of-evidence” preserving manner
[29]. However, it is quickly acknowledged that this entity could quickly become a
bottleneck and may not be suitable for all DRM architectures.
Another solution is to perform receiver side watermarking. However, as pointed out in
[30], there would be additional elements to any receiving device (tamperproof hardware,
etc) that may not either be present or the cost of which may deter potential consumers
from investing. Technologies for digital rights management may, at some future date, fill
in this capability gap and make such end-user operations feasible.
The work in [30] represents a very interesting approach to the fingerprinting of multicast
video. In this work, they propose a Joint Fingerprint and Decryption (JFD) architecture
to assist in keeping track of pirated video content. In this scheme, a single encryption
key, KS is used by a broadcaster to encrypt multimedia content. Each client is issued
with his/her own unique decryption key, KC. While KSKC, they are correlated to a
certain degree which provides a quantity of mutual information. Thus, the decryption
performed by the client will not be perfect and this imperfection represents the unique
fingerprint.
The tradeoff in this scheme is the amount of mutual information versus multimedia
quality. Less mutual information leads to a larger watermark space – but at the risk of
introducing noticeable distortion into the multimedia. While this work is vulnerable to
both collusion and protocol attacks (the keys are generated for the client by the
broadcaster), the focus is on tracing multimedia pirates in a computationally efficient
manner and in this respect it appears to be somewhat successful. Encryption only needs
to take place once at the source and decryption is inherently combined with
watermarking. While information about possible pirates may not stand up in a court of
law, it could “enable the seller to identify potentially deceitful customers and break off
any further business relationship with them” ([29] p. 34]).
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4.5.3

Attacks on Authentication/Integrity Watermarks

In this final section, we consider attacks against authentication/integrity watermarks.
Recall that watermarks used for the purposes of integrity should have the property of
being fragile – too many changes (or perhaps any at all) should result in the watermark
being destroyed. In principle, this would guarantee that any modification of the cover
object would instantly become obvious. Examples of where this type of watermarking
would be useful include photographic evidence in a court of law and medical
applications.
An excellent review of possible attacks against authentication/integrity watermarks is
given in [58] and summarized here. The scope of the paper is limited to malicious
attacks against invertible watermarking schemes. These are schemes in which the
watermark can be removed from the multimedia object in such a way that the object is
returned to its pre-watermarked state which is important if the image is to remain
unchanged in the least.
The authors describe one means of doing this by selecting a set of perceptually
insignificant elements and compressing these (in a lossless fashion) to make room for the
watermark. The final image is then composed of the perceptual elements, a compressed
set of elements, and a watermark. To reconstruct the original image, the watermark is
removed and the compressed elements are decompressed into their original locations.
The watermark is composed of a one-way hash of the original image file and encrypted
using either a symmetric key or asymmetric keys.
The authors identify three types of attack that can occur against invertible watermarks
which are paraphrased from [58] below:
 Key distribution attacks: this type of attack seeks to disassociate the key used to
sign the cover object from the key used to verify its authenticity. This attack is
only possible in the case where symmetric keys are used to encrypt the hash of the
object because there is no binding between the signing key and an end user or
device. A malicious person can re-sign the image using an arbitrary key and
make it look like the object originated from him/her.
 Integrity verification attacks: this type of attack seeks to force the verification
phase of an object to report a that verification was good when, in fact, it was not.
In general, the attacker will know the verification keys associated with the object
or person.
 Original reconstruction attacks: this type of attack seeks to reconstruct the
original multimedia object (which should be kept confidential) from properties
existing in the watermarked object.
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5

Digital Rights Management

5.1

Introduction

Digital Rights Management (DRM) has been defined generally as a “systematic approach
to copyright protection for digital media” [59]. As we shall see, DRM involves a whole
host of technologies and processes – some elements of which have evolved to the point of
utility and some of which are still to come. We shall also see that attempts to move
forward with DRM have disturbed a hornet’s nest of legal, privacy and ethical issues
[60][61].
In the following sections, we define DRM by exploring current models of DRM systems.
We then explore the approaches to DRM. Technical approaches constitute the bulk of
the investigation. However, while legal approaches are given lighter treatment, they do
deserve some attention as they have caused much of the controversy now troubling DRM.

5.2

Elements of a DRM System

A “typical” DRM model is described by [40]. We use this model as a starting point in
the portrayal of the entities and interactions that one might expect in a DRM system.
Figure 12 (Figure 2.1 from [40]) depicts this basic DRM model.
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Figure 12 (figure 2.1 from [40]): DRM Model
The content provider and consumer form the core of any DRM system. The content
provider is the originator of multimedia content. This could be a user, an e-book
company, a movie studio, etc. This entity determines the “usage rules” or “rights” for the
content that will eventually specify how the consumer is allowed to use the content.
These rights will depend on the business or marketing model being used by the provider.
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For example, if the provider was in the business of video sales, the rights package might
contain constraints similar to “never allow this to be copied or transferred to other
people” and “playable by this consumer without limit.” If the movie was downloaded
from an enterprise that makes its business from “renting” movies, it might also contain
the constraint “playable only until next Saturday (after which the content is useless).”
The rights package is written or “expressed” in some language that can be unambiguously interpreted and enforced by the media player engine at the consumer’s site.
When associated with some multimedia content, the rights package can be referred to as a
license for that content issued to the consumer.
After creating the content in a form suitable for distribution, the provider can “protect” it,
perhaps using technical methods already discussed. For example, a video might be
scalably compressed for video streaming, encrypted for confidentiality in storage, and
watermarked for non-repudiation of origin. The provider then moves the content to a
distributor for access by an audience of interested consumers. At the same time, the
provider would send any decryption keys and the rights package for that content to a
clearing-house. A transaction with these entities would involve the consumer obtaining
content from the distributor (an e-book store, a conditional access video store, etc). The
consumer would then render payment to the clearing-house for a license to use the
content. This license, combined with any necessary decryption keys, would then be
bound to the content making it usable in the ways described by the rights package.
Clearly, the role of the distributor and clearing-house is to enable an electronic business
model and complements the provider and consumer in a generic DRM system.
A closer inspection of the transactions involved in this model reveals the following:
i.)

There is a requirement for a “rights expression language” (REL) that is
comprehensive enough to handle a wide range of licensing possibilities yet
scalable in the sense that a subset can be implemented on memory and
processor limited devices.

ii.)

There is a critical requirement for a trusted client platform. What happens
to multimedia content once it is downloaded by a client for consumption?
Can the “rights” associated with the content be stripped away? If so, the
DRM fails completely. Hence, it is generally acknowledged [62][39][28]
that there is a requirement to trust that the client can enforce the rights
associated with the content and that it is extremely difficult for determined
adversaries to free the content from the adversaries: “…only when
content owners can trust that their assets are handled appropriately… will
a DRM system be able to become successful” ([62] p. 66).

iii.)

There are privacy concerns. A rights expression language is used to
“express how (and by whom) digital items may be used” ([28] p. 86) and
this implies the divulging of personal identity. The integration of a
personal identity with digital media and the possible exploitation of this
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information for business and marketing intelligence is generally viewed
dimly by the public at large. And, as we saw earlier, it may be in the
interest of a provider to bind consumer information to content that has
been purchased in order to “fingerprint” the content and identify potential
pirates. However, “users have a right (and a strong demand) not to lay
traces in the network” ([62] p. 96). To assuage public mistrust, research
into privacy concerns continues to be an ongoing field of research in
relation to DRM (see [65],[64], [62], for example).
iv.)

There is a need for standardization. The DRM “system” should be
standardized to avoid “stove-pipe” designs that limit interoperability
(unless that is the business aim, of course). As indicated by Koenen et al.,
“the content industry needs to deploy legitimate content services that
compete favourably (based on features, not on price) with unauthorized
free services. A Simple and seamless user experience must be part of that
goal, and DRM interoperability is necessary to achieve it” ([39] p. 884).

In the sections that follow, we begin with a short discussion of the issues surrounding
trusted computing and why it is turning out to be such an important yet difficult
component of DRM. We then discuss two approaches that have emerged towards the
design of standardized DRM (top down and bottom up). We close by considering purely
legal approaches to managing DRM.

5.3

Trusted Computing

The authors of [18] provide a very client-centric definition of a DRM system. In their
work, the responsibility of a DRM system is to ensure that:





The client cannot remove the encryption from the file and send it to a peer;
The client cannot “clone” its DRM system to make it run on another host;
The client obeys the rules set out in the DRM license; and
The client cannot separate the rules from the payload.

It should be obvious that the client used by an end user to consume digital content is
actually a policy enforcement agent and is therefore, in fact, the “lynchpin” in the DRM
system. Software based clients are inherently weak since an adversary can spend as
much time and resource as is desired (or necessary) to reverse-engineer the code and
determine how to unlock digital content from any DRM oriented restrictions placed on its
use. Essentially, we must “rely on the security of the platform to ensure that the content
is used in accordance with its associated license” ([17] p. 3). Technical means (such as
code obfuscation) and legal approaches (such as the End-User License Agreements and
copyright legislation) have so far proven ineffective in deterring software code reverse
engineering. Therefore, any DRM client based on software alone will almost certainly be
broken and have the content associated with it leaked into the internet.
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This is not to say that there are no efforts toward implementing tamper-proof client
devices. As described by Rob Enderl in [41], the Trusted Computing Group (TCG), a
consortium of corporations both large and small, was formed specifically to develop open
standards for hardware enabled trusted computing. However, he is quick to dispel the
myth that the work of the TCG can be used for “spying or DRM” since the scope of the
work does not currently encompass a requirements for DRM. However, the door is left
open to a later application of this technology to DRM ends.
Indeed, Microsoft is currently engaged in designing what they call the “Next-Generation
Secure Computing Base” (NGSCB) which was formerly known as Palladium [43]. The
core DRM functionality is described in their “Digital Rights Management Operating
System” patent application on January 1999: “To protect the rights-managed data
resident in memory, the digital rights management operating system refuses to load an
un-trusted program into memory while the trusted application is executing…” [42].
However, Microsoft has received a fair amount of negative publicity concerning this
effort since it is viewed by many in the community as an effort to control hardware and
software development and distribution [66].
While it is an important yet contentious component, a trusted client is only one aspect of
a larger group of elements that must work together to provide a DRM infrastructure. We
next consider two approaches to implementing these other elements.

5.4

Top Down: MPEG-21

The top-down approach to DMR is characterized by an effort to implement an allencompassing standard that can be applied from the most complex devices to the most
simple. This top-down approach is being championed by MPEG-21. At the time of
writing, MPEG-21 is an incomplete standard DRM standard.
The Motion Picture Expert Group (MPEG) began seriously considering Intellectual
Property Management and Protection (IPMP) in MPEG-4 (although IPMP appeared as
early as MPEG-2). IPMP is MPEG’s term for DRM [51]. The original MPEG-4
specification provided IPMP “hooks” into which proprietary DRM systems could be
connected. [62] Among other things, these hooks provided mechanisms to associate an
audio-visual object (AVO) to the unique ID of a proprietary IPMP system. An MPEG-4
compliant decoder could “download” any necessary IPMP plug-in needed to handle an
AVO if it were not already available.
The MPEG-21 approach is much broader in scope than that of MPEG-4. The goal of
MPEG-21 IPMP is ultimately to allow users to attach rights and conditions to Digital
Items and to expect those rights to remain attached to those Digital Items across a wide
variety of networks and end user devices [67]. Essentially, MPEG-21 is attempting to
build the “big picture” of digital rights management. MPEG-21 seeks to understand,
integrate, and standardize all of the disparate elements that exist now for DRM, to
perform a gap analysis, and to fill in where standards appear to be lacking [68][51].
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There are seven major parts to the MPEG-21 standard. These are summarized below
from [68] and [69]:
1.
2.
3.
4.
5.
6.
7.

Vision, technologies, and strategies.
Digital Item Declaration (DID).
Digital Item Identification (DII).
Intellectual Property Management and Protection (IPMP).
Rights Expression Language (REL).
Rights Data Dictionary (RDD).
Digital Item Adaptation (DIA)

The DID provides abstract ways of defining a digital item. To be successful, it must be
capable of describing all current and future types of content. The DII provides a means
of identifying a digital item (in whole or in part) in an unambiguous way. The DID and
DII are currently international standards.
IPMP defines a framework for providing hooks to DRM tools and is an extension of the
work started in MPEG-4. The DIA targets the provision of tools to adapt digital items in
the interest of providing a user with “the best content experience for the content required”
([68 p. 67). Digital adaptation may be necessary to mask implementation details from
end users.
The RDD and REL are two very closely related parts of the standard. The RDD is, quite
simply, “a set of clear, consistent, structured, integrated, and uniquely identified terms to
support the MPEG-21 REL” ([69] p. 57). The RDD, although it is a separate part, is
really only a subcomponent of the REL.
The REL is quite possibly the most interesting aspect of the MPEG-21 standard and we
will now examine it more closely. Later, we will present a competing REL developed
through the bottom-up approach.
5.4.1

MPEG-21 Rights Expression Language

The REL provides a machine-readable language for declaring usage rights using the
constructs provided in the RDD [68]. In response to a Call for Proposal by MPEG in
2001, ContentGuard [70] submitted their Extended Rights Markup Language (XrML) as
a contender to form the core technology of the MPEG-21 REL standard. ContentGuard’s
XrML 2.0 has since been formally accepted as the basis of the REL which attained
international standard status in 2004 [71].
The most important element in XrML based REL is the license. We briefly discussed the
issuance of licenses to individuals during the description of a typical DRM model. Here,
we examine the elements of this license in terms of the XrML based REL.
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A license is made up of a number of components as shown in the figure below (Figure 3
of [72]).

License

Grant

Principle

Issuer

Right

Resource

Condition

Figure 13: MPEG REL Data Model (Figure 3 of [72])
A license will identify an issuer and a grant. The issuer identity is specified by the use of
public key certificates and signatures. A license will specify at least one grant that
“conveys to an identified party the right to use a resource subject to certain conditions”
([73] p. 1). In turn, the grant identifies a principal to whom the grant applies, a resource
against which the grant is to be applied, the right that the grant confers, and any
applicable conditions that may apply.
Each principle is identified by some authentication mechanism. Typically, this could be
performed using public key authentication mechanisms that can leverage the large
established base of technology and knowledge. It is interesting to note here that a full
public key “infrastructure” is not necessarily implied by the use of public key
cryptography. For instance, when purchasing content for the first time from an e-retailer,
the transaction might require the principal (or consumer) to provide his/her public key as
part of the transaction. In the same manner as PGP, this public key would be verified
out-of-band and then could be retained by the retailer against the customer’s
identification for future reference. In this situation, there is no “infrastructure” to worry
about since the retailer is not providing the customer with a digital identity.
Each right conferred by a grant “specifies an action or activity that a principal may
perform using a resource” ([73] p. 2). Examples include the right to play a movie, print a
document, copy an MP3, etc.
Finally, conditions are attached to grants to limit the scope of some or all of the rights
contained in the grant. Examples include the right to play a movie only five times or only
between two dates. Conditions may also specify pre-requisites that a principal must
possess before a right can take effect.
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5.5

Bottom Up: Mobile DRM

In this section, we consider the class of proprietary DRM solutions. More specifically,
we will examine the approach taken by the Open Mobile Alliance Mobile DRM (OMA
MDRM).
As noted in [28], there are a number of “domains” in which proprietary DRM solutions
(or elements of DRM solutions) have been developed. These include the broadband
(mostly music services) and broadcast (mostly conditional access systems) domains. In
each domain, the DRM solutions are generally proprietary and are tailored to specific
technologies or applications. For example, many music services (for example, BuyNow,
Musicmatch, etc) are built upon Microsoft’s Windows Media Audio format while others
(for example, Apple iTunes) use an MPEG codec combined with a proprietary DRM
technology [39].
In the mobile domain, the OMA, which was founded in 2002, set as its goal to “introduce
open standards and specifications based upon market and customer requirements for
mobile industry” ([74] p. 3). In this sense, it is a mobile parallel to the MPEG-21 effort.
However, while MPEG-21 attempts to provide an all-encompassing standard, OMA has
scoped their business model and standard to meet the capabilities of a limited range of
terminal device. This approach has lead to very fast turnaround from initial design to
final deployment of the first version of the standard. OMA MDRM 1.0 has enjoyed a
very rapid market adoption rate due to the very fact that it targets a minimal terminal
device (typically cell phones) along with a very limited number of content distribution
models [75].
The OMA MDRM 2.0 specification, released in early 2004, applies to more complex
devices and adds a number of security features (for example, public key encryption for
integrity and confidentiality) and expanded business models [75]. As the standard
continues to grow to address ever more powerful mobile devices, it may eventually
“jump ship” to non-mobile devices. It is not inconceivable that, in the not too distant
future, it will either compete directly with or must become compatible with MPEG-21.

5.6

Legal Approaches

This is the final section in this review of digital rights management. While it is not a
technical approach or an attempt to put forth a standard, it does represent a significant
element in DRM. There have been a number of legal approaches for the enforcement of
digital rights management [40]. For the most part, these approaches make it an illegal act
to reverse engineer the copy protection or DRM schemes applied to digital content.
The prevailing legal approach (in the United States of America) has been the Digital
Millennium Copyright Act (DMCA). The DMCA is an American copyright law that was
passed in 1998 in order to implement obligations under the World Intellectual Property
Organization (WIPO) [76][40]. However section 1201 of the DMCA specifically
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addressed concerns by copyright owners about the piracy of their work. This section
specifically bans acts that circumvent access control mechanisms and the distribution of
tools or technologies that may be used for such circumvention [76]. However, there have
been a large number of un-intentional side effects of the DMCA in which the law has
been used in ways not envisioned by those who drafted it. A summary of a few of these
follows (all of the examples below are from [76]):
 The DMCA has been used in a number of cases to stifle academic research. For
example, in 2000, the Secure Digital Music Initiative (SDMI) issued a public
challenge to defeat music watermarking technologies. Professor Edward Felton
and researchers at Princeton, Rice, and Xerox took up the challenge and were
successful in defeating the watermarks (by removal). However, when they went
to present their work, they were blocked by SDMI representatives through a threat
letter invoking the DMCA. As a result of this, [76] asserts that a number of other
research scientists and organizations have either curtailed or completely
abandoned research that might come under attack by the DMCA. Even the
venerable IEEE was spooked into implementing a policy in 2001 that would force
researches to indemnify them from liability under the DMCA (the policy was
eventually revoked).
 The DMCA has been used to enforce sensorship on the world wide web. 2600
Magazine was forced, using provisions of the DMCA to remove all reference to
DeCSS code from their web site. DeCSS was used to circumvent CSS copy
protection for DVDs ultimately so that the DVDs could be played by “non-DRM
compliant” players on the Linux operating system.
 Finally, the DMCA has been used as a weapon of good business acumen. In
2003, Lexmark invoked the DMCA to prevent the chip manufacturer Static
Control from selling chips that were needed by after-market toner cartridge
makers. After-market toner cartridge vendors were producing and selling toner
cartridges for Lexmark printers that Lexmark could not match. Lexmark added
some trivial “authentication routines” to the chips inside each cartridge and when
Static Control reverse engineered these chips, Lexmark used the circumvention
clauses of the DMCA to file an injunction preventing further manufacture.
Other legal approaches listed by [40] include the Security Systems Standards and
Certification Act (SSSCA), the European Union Copyright Directive (EUCD) and the
Copyright Amendment Act (Australia). The SSSCA is a proposal started in 2002 to force
hardware manufacturers in the U.S. and any importers to implement DRM technology
into any device hosting a processor and capable of handling multimedia content. The
SSSCA appears to still be in draft bill status.
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6

Conclusion

In this paper, we reviewed a broad range of topics related to the security of multimedia
content. Our investigation began with an analysis of security mechanisms for the
protection of content being streamed in conditional access systems. These mechanisms
included the use of encryption to provide confidentiality services. We also looked at
some interesting approaches to providing effective and scalable key management since
this is typically considered outside of the scope of most work encryption-based research.
We briefly reviewed watermarking as a technique to provide proof of ownership and as a
mechanism for fingerprinting multimedia content (for tracking down those engaged in
illegal distribution of content). We examined the properties that could be expected of
various watermarks and then we studied a number of interesting attacks against
watermarks which appear in the literature as driving forces for further research.
Finally, we took a very brief look at digital rights management as an essential and
emerging element of multimedia content protection. This brief look covered promising
DRM approaches such as OMA DRM and MPEG-21. We completed the review with a
short foray into attempts to legislate DRM.
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